7. llepeBon neHer Ha «0e30NACHBIH» cUeT

OpHa u3 caMbIX PaclpOCTPAaHEHHBIX MOIIEHHUYECKHX
cxeM. B ee ocHoBe Bcerma JIeKHT COLMAIbHAA
nHkeHepusi. [103BOHUB, MOIIEHHHK IPEACTABISIETCS
COTPYAHUKOM HPAaBOOXPAHUTEIbHBIX OPraHOB WU
coykOpl  OezomacHocTH  Oamka. OH  HaYWHAET
3allyrUBaTh JKEPTBY, COOOINAs, YTO €ro OaHKOBCKOMY
CYETY MJIM JICTIO3UTY IPO3UT ONACHOCTH, M cCeivac ¢ HUM
IMPOBOJUTCA TMOJO3PUTEIIbHAA OIlcpanusa, 4TO MOXKET

TOBOPUTH O TONBITKE MPECTYNHHUKOB 3aBlaJCTh
cpeactBamu.  [lanmee wmaer  mpocbOa/TpedoBaHne
NEepeBeCTH BCE JCHBIM Ha «OE30MacHBI»  CUeT,

KOTOpPBI HA CaMOM JIeJi€ SIBJISICTCSI TOJCTaBHBIM H
MIPUHAJUICKUT MolneHHuKaM. Kak 3asBwim B banke
Poccun, «0e30macHbBIX)» CUETOB ISl CIACEHUS JICHET He
CYyIIECTBYET.

8. JIixkemHBecTHLINH

B 510l MOnIEHHHYECKOM cXeMe TpeJiaraeTcsi BIOKUTh
JIEHTH B «BBITOJIHBIA IPOEKT», KPUIITOBAIIOTY WIIU
aKIUU C BBICOKOM A0XOAHOCTBIO. [lms crTpara, kak
MPaBWJIO, JIOCTATOYHO HeOONbImoW cymmbl. [lns
oopMIICHHUST TIpeJularaeTcs MEepPeHTH MO CChUIKE Ha
MOJ/ICTbHBI  CalT KPHUIITOBATIOTHOW MIaT(OpMBI,
M3BECTHOM KOMIAaHMHU, OpOKepckoro cepsuca. YToObl
YCBITTUTh OAUTEIHHOCTH I'PaXKJIaHNWHA, TTOCTIE BHECEHUS
cpeAcTB Ha OanaHce B JIMYHOM KaOMHETE MOXKET
0TOOpa3uThCcsl JOKHAs WHPOpMaIUs 00 YCIEIIHO
3aKJIFOYEHHOH CIEJKEe, POCcTe NPHOBIIM IO aKIMAM,
MOBBIIIIEHUN Kypca KpunTel M T.A. Ho Kak ToJbKO
M0JIb30BATEIb PEIIAET BBIBECTH CPEJICTBA, MOSIBIISIOTCS
JIOIIOJTHUTENIBHBIE YCIIOBHS: 3a BBIBOJ HEOO0XOIUMO
3aIIaTUTh KOMHCCHIO; JOXOJ O0Jilaraercs Halorom,
KOTOpBIM HAJ0 YIJIATUTh 3apaHee Yepe3 CailiT; BBIBOJ
BO3MOKEH TOJIBKO C KaKOH-TO MUHUMAJIBHOW CYMMBI:
Kak IIpaBUJIO, OHA B pa3bl O0JIbILIE, YEM Pa3Mep CPEACTB,
HaxosIuxcsd Ha OajlaHCe, I03TOMY IIpejylaraeTcs
BHECTH HeJ0CTaroe 1eHbIn. Kak TOJIbKO IpakJaHUH
COBEpHIaeT MEPeBOJ, CBI3b C  «MEHEIHKEPOM»
MIpeKpariaeTcs, a IeHbI'N YXOIIT MOIIEHHUKAM.

3. OUINHTOBBIE CCHUIKH, caliThl QR-K0/1bI
MOIICHHUKH MOTYT HCIIONB30BaTh (DPUIIMHIOBBIC CCBUIKH, MOAaAenbHble QR-KoIbI U

CO3/1aBaTh CaﬁTBI—}IBOﬁHHKH oqmuuanm-mx CalToOB MapKeTl'[J'ICﬁCOB, 6am<03,

TOCYMapCTBECHHBIX CTPYKTYP. HCJ'IB (bnmpmra - 060p NEPCOHAJIBHBIX MaHHBIX HIH
Kpaxa CpeICTB CO CUeTOB. JKepTBhI 110]1 BO3IEHCTBUEM MOIIEHHUKOB CAMOCTOSITENIHO
BBOJAT coOCTBEHHBIE OaHKOBCKHE U TIEPCOHAJIBHBIC J1aHHBIC. Hanpnmep, nocie
HOJIy4eHUs] HHGOOPMALMU O BBIUTPBIIE KPYIHOH CyMMbI (4TOOBI €ro MONYYHTh U
YIIIaTUTh HAJIOI C BBIMIPBIIIA, HYXHO 3allOJIHUTh q)OpMy), HGOGXOZII/IMOCTI/I
3ar0JIHCHHS OJIaHKa Ha IOJIy4€Hue HCCB}IOI/IH}IGKCaHI/Iﬁ nechﬁ, HHBIX IIPUAYMaHHBIX
MOMIICHHUKaMH BBITLIAT U T.J.
4. llopesbHBIE CTYKOBI JOCTABKH
MoOLIEHHUKN TNpUIyMald Ccpa3y HECKOJIBKO CXeM oOMaHa,
CBSI3aHHBIX cO ciuyxbamu nmocraBku. Ilepeuncnum — ux.
1. JIByxoTanHas cxema. UeloBeKy 3BOHSAT OT HWMEHH CIYKOBI
JOCTaBKH O NMPHUCIAHHOM €My OyKeTe IIBETOB WJIM MHOM TOBape,
U151 BBIJa4U KOTOPOTO HE00XO0IMMO CBEPUTD JJaHHBIE C KYPbEPOM.
3aTreM pazroBOp MPEpBIBAETCS U MPUXOAUT YBEAOMIIEHNE AKOOBI
ot PockomHaa30pa, 4To 3BOHOK paclio3HaH Kak HeOe30MmacHbIH.
Jlarmee 3BOHHMT COYYacTHHK, MPEICTAaBIISIOIIUNCS COTPYIHHUKOM
PKH, u coobmiaeT, 4To MOIIEHHUKAM YJaJIOCh MOJIYYHUTh JOCTYII
Kk caiity «[ocycmyru», odopMHUTh 3asiBKy Ha MHKpO3aeM H
npouee. st Gosbiiel mpaBaono100HOCTH Ha TelIe(OH KEPTBEI
MOTYT HayaTb MPUXOJUTh KOIObl OT MHUKPO(MUHAHCOBOMH
opraHu3anuu s moATBepkacHus 3aima. «Cotpymaauk» PKH
IpeJyIaracT NOMOIIb B BO3BpaTe AOCTYyIA K cailTy «['ocyciayru» u
OT3bIBE MUKpO3aiiMa. J{J1s1 3T0ro Ha1o 3aiTH Ha OPTAJ rOCYCayT,
npucnaB kog u3 CMC. Tak nmpecTymHHKH MOJIY4aroT JOCTYI K
JUYHOMY KaOuHeTy KepTBbl Ha moptaie. 2. I[lomydenue
cooOIIeHUsT O TOM, YTO 3aKa3 TOTOB K JOCTaBKE W HaJ0
MOATBEPJUTh apPEC WIN OIUIATUTHh HEKYH CyMMY 3a XpaHEHHE,
JIOTIOJTHUTENIbHBIA BEC MPHUCIAaHHON MOCBUIKH. 3aTeéM NPUXOAUT
CCBUIKA Ul OTCJIEKHUBAHUS, KOTOpas Ha CaMOM JIeJie SIBJIETCS
(UIIMHIOBOM M BENET Ha IOAJENIBHYIO CTPAHHUIY, CXOXYH C
oumanbHeIM caiiToM KoMOaHuu. (st OATBEpKACHUST BXOAA
3aIpalliBalOTCsl PEKBU3UTBI OaHKOBCKOM KapThl, kon u3 CMC
100 JIOTUH U Maposib OT OHJIAHH-0aHKa, MOCcJe YEero C KapThl
CHHCHIBAIOTCS cpeAcTBa. 3. MHOTIa K 4eTI0BEKY MOKET MpUexaTh
Kypbep ¢ QR-komoM fns  oruiaTel, CKaHUPYs KOTOPBIH,
[OJTy4aTellb 3aKa3za Tak)Ke IMEPEeHAIpPAaBIISETCS Ha MOJIEIbHBINA
cait. Jlanee, kak B MpelbIAyIIeH cxeme, MPU BBOJE JAHHBIX
MOIIIEHHUKH MOIYy4aroT JOCTYT K JIEHbIaM.
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9. BpenonocHblie nporpamMmsbl nojg suaom VPN

3NMOYyMBIIIICHHUKH Pa3MEIIaloT CBOIO TPOrpamMMmy Ha
oduLMaNTbHOM caiiTe Mara3uHa NpPUIOKEHHH, 3aTeM
OOHOBIIAIOT ee, M00aBisis IMIMHOHCKHE (DYHKIUU H
Mackupys 1o VPN-cepsuc. Ckawa VPN 3
COMHUTEIBHOTO  HMCTOYHMKA, BIAJelNiel] raJkera
OTKPBIBAET MOLICHHUKAM JAOCTYII K JINYHOM HEepenncKe,
(dboTorpadusmM, OAHKOBCKUM PEKBHU3HUTAM, MapOJIsIM H
T.1. B pe3ynbrare 4enoBek TepsieT IeHbIH, CTAHOBUTCS
JKEpTBOMW LIAHTaKUCTOB, OT €ro HMMEHH MOTYT
COBEpPIIATHCS PA3TMYHbIC MOILICHHUYECKUE JICHCTBUS.

10. BzioM JHYHON CTpaHHMIBI Ha caiiTe
«Locycayrm»

[Tonyyenue koma oT mopraja TOCYCIAYr — JKeJlaHHAas
1[eJTb MHOTHUX MOIIEHHHUKOB. JIJI51 3TOT0 UCTIOIB3YIOTCS
caMble pa3HbIE CITIOCOOBI: TelIe(OHHBIE 3BOHKH C
pa3jMYHBIMU BapUaHTaMU 00MaHa, KOTJa HEOOX0UMO
coobuth Kox u3 CMC, Ha caMOM Jiejie SABIISIOIIMICS
KOZOM OT TOpTajla TOCYCIIyT: HampuMep, O B3JIOME
MopTaJia, yCTaHOBKE JIOMO(OHA ¥ 3aKJIFOUCHUHU B CBS3H
C JTHM JIOTOBOpa, OJOKHPOBKE CHUM-KapThl H3-3a
WCTEKIIeT0 CpOKa JCWCTBUS  JIOTOBOPA,  SIKOOBI
TTOJIOKEHHBIX COIMATBHBIX BBIIATAX, BO3MOXXHOCTH
MpodTH OecruiaTHOEe Meno0cieloBaHie B BEIYIICH
KIIMHUKE U T.J.; GUIIHHTOBEIE CATHI; BpegoHocHoe [10
n mpouee. Ha caiite «[ocyciayruy XpaHHUTCS OOJBITION
00BEM MEPCOHANBHBIX JaHHBIX, BKIouas DUO
TpaKJaHUHA, JaTy €r0 POXKACHHU, aApec MPOKUBAHUS,
nacrioptaele  nannele, CHUJIC, WHH, napyryrwo
nHpopMmarmio. Yepe3 mopTan MOXKHO 3alTH B JIMIHBIN
kabunet Ha caiite ®HC, opopMuTh Kpenut B OaHKe U
T.J.

5. CxaunBaemble NPUJIOKEHHUSI

IIpn Takoil MOLIEHHUYECKOM CXEME OT 3J0YMBIIIJICHHUKOB
MOCTYIAeT 3BOHOK MO pa3HbIM KaHaJlaM CBS3M, Yalle BCETO B
MecceHmkepax. s yOennTenbHOCTH MOMKET HCIIOJIb30BATHCS
norotun OanHka Wi moanuch «Texmojiepikkay. Kiuenra
WHPOPMHUPYIOT, YTO B JMYHOM KaOHWHETe ero OaHKOBCKOTO
MIPUIOKEHUS 3aMEUEHbl HOBBIE IOAKIIOYEHHBIC YCTPOHCTBA MU
MoIO3pUTENbHBIE  omepanuu. Jlamee mpemiaraeTcs: CcKadarb
SIKOOBI «CepPTUPUIMPOBAHHOE TIPUIIOKEHHE» OaHKa ISl TPOBEPKU
TenedoHa Ha ySI3BUMOCTH; MEPEUTH 1O CChUIKE HA (PUITMHTOBBIN
CaHlT ¢ MOIPOOHON HHCTPYKIMEH, OOBSICHSIONMEH, KaK YCTAHOBUTE
MPUIOKEHUE, 3allyCTUTh HOBYIO MpOrpaMMy H  COOOIIUTH
«omeparopy» HACHTU(PUKAIMOHHBI HOMEp, KOTOPBIH SIBIISCTCS
KOJZIOM JIOCTYTIa; OTKPBITh CBOW MOOWMIBHBIN OaHK. [locie sToro
MOIIICHHUKHU TIOJTYYalOT yAAICHHBIH JOCTYI K YCTPOHCTBY, BCIO
KOH(QHICHINAIBHYI0 WH()OPMAHIO, AaHHBIE OHJIAHH-OaHKa W
MBITAIOTCSA MOXUTUTH cpeiacTBa. [IpuioxeHue, KOTOpoe HpOCsT
YCTaHOBUTb MOIIEHHHMKH, SIBJIAETCS INPOrpaMMOM YyAaleHHOI'o
yrpaBieHus [Jisl Tee(oHOB.

6. 3BOHOK OT MOMABHIUX B 0e1y «POJACTBEHHUKOB)

3MOyMBIIIJIGHHUK 1O TeneoHy  MpencTaBisieTcs
COTPYIHHKOM HPAaBOOXPAHUTEIbHBIX OPraHOB U cooOmaeT 00
yrpo3e YTOJIOBHOTO IIpPECleIOBAaHUS B OTHOIICHWH OJM3KOTO
POJICTBEHHHKA 3a MEPEBO/T JIEHET TEPPOPHCTaM, IPOBOLIUPOBAHUE
ATII B cocTOSIHUY aKOTOJIBLHOTO OIBSHEHUS WM MTPUBEALIETO K
4eJoBeYeCKUM kKepTBaM M T.A. Jlig pemeHus npoOiembl
HEOOXOMMO CPOYHO TIEPEBECTH JCHBIU IO OIPEIACICHHOMY
HOMEpY WM PEKBU3UTAM, IIPH 3TOM YIIOp JIEJIAeTCsl HA CPOYHOCTb,
9ToOBl HE JaTh YEIOBEKY BpEeMEHU INpuiTH B cedsa. MHornma
MOIIIEHHUKH UCTOJIB3YIOT AUTI(PEHKH — MOJICIUPYIOT TOJIOCOBOM
WIA BHUJICOKOHTEHT, HWMHUTHPYS pE4Yb 4YEJIOBEKa WM €ro
nzo0paxkenue. B 3TomM ciyyae MHUMBIA DPOACTBEHHUK CaM
co00IIaeT 0 KaKOM-HUOY/Ib IPUKIIIOYUBILIEMCSI ¢ HUM HECYaCThe
1 HEOOXOJUMOCTH CpPOYHOro rnepeBoja JeHer. Ilpu stom, Kak
[IPaBUIIO, OH MPOCHUT HE TIEpE3BaHUBATH HA €ro HOMEp TeledoHa U
HE CHpalnBaTh MNOAPOOHOCTEH, TaK KaK HEKOTAa pPas3bsICHATH,
Tejae(OH CIIOMaH, Pa3psKEeH U T.1I.

1. Hcnoab3oBaHue 4y:KUX JaHHBIX JJ1s BX0Aa B
0aHKOBCKOeE NMPUJIOKEHHUE

B stom ciyuae xepTrBa cama, HaxOIsACh IMOJA BIUSHUEM
MOIIICHHUKOB, MPEIOCTABIIICT BCe AaHHBIC I BXOJIa B
0aHKOBCKOE TpujIoxkeHue. JlJis 3TOro 3710yMbIITUIICHHUKH
WCIIONB3YIOT COLUAIbHYI0 HHKeHeputo. OHH MOTyT
3BOHUTh W TIPEICTABISATHCS COTPYAHHKOM OaHKa WIH
MIPEACTaBUTEIIEM TPABOOXPAHUTEIHHBIX OPTaHOB M IO
pPa3HBIM MPENJIOTOM BBIMAHMBATH HaHHbIE: Koa u3z CMC;
HOMep OaHKOBCKOW KapThl; KOJ| IOJTBEPKICHHUS/ITYIII-
YBEIOMJICHHST W T.I. OJTH JIaHHBIE MOIICHHUKHA YacTH
WCIOJIB3YIOT JUISl TOJYYEHHUS JIOCTyNa K MOOHJIBHOMY
MPWIOKEHUI0 OaHKa, B KOTOPOM YXE CaMU MOTYT
3aKpbIBaTh BKJIAIBI, O(OPMISATH KPEeOUTHl M Jaiee
BBIBOJUTH BCE CPEJICTBA HA CUETA APOMIICPOB.

2. Bziom akkayHTa B MapKeTijieiice

OTOT BHJI MOIIEHHUYECKOM CXEeMBbl peaqu3yercs C
MOMOIIBIO TOAJCIBHBIX YBEAOMIICHHH O OJOKHPOBKE
aKKayHTa B MapKeTIUIelce U3-3a IO0J03PUTEIbHON
oreparyu, HeoOXO0MMO MTPONUTH MPOBEPKY OE30TACHOCTH,
MOATBEPNTH AaHHbIe. BeiManuB y sxepTBel CMC-K0O Mitn
[apoJib Ui BXOJA B JIMYHBIN KAOMHET, 3710yMBILUICHHUKN
WCTIONB3YIOT B3JIOMAaHHBIA aKKayHT B Pa3IUYHBIX LEJSX:
Uit oOPMIICHHS 3aKa30B OT MMEHH €ro BIaJeNbla; JUis
WCTIOJIb30BaHMs TPUBSI3AHHBIX K aKKayHTy OaHKOBCKHX
KapT; 4TOObl BBIHYAUTbH UYEJIOBEKA COOOLIUTH KOIBI UIS
BXO0J1a B TAKHE BaXKHbIE CEPBUCHI, Kak calT «I ocyciayruy,
OHJIaiH-0aHK W TOXMTUTHb JEHBIM CO CYETOB WU
oopmMuTh KpenuTbl, 3aliMbl; Ui CMEHBl PEKBU3UTOB B
aKKayHTe TpoJaBla, 4YTOOBl JEHBIU 3a IPOJaBaeMbIi
TOBap YXOAWJIU Ha CueTa MOUIEHHHUKOB; JUIsl pa3MELIeHHs
(efiKoBOro CcOOOILICHUSI O BBIFTOAHOM IPEJIOKCHU,
aKLMSIX W IOJy4EHHUs oIiaTtel O€3 OTHpaBKM ToBapa
MOKYTIaTEINIo.



